How to Get Machines Back to a Clean State After Using NIS/NPF 2003 (ETs) in Windows

Originally written by Katie. Revised by Phillip Pi. Last Updated: 8/17/2002 5:08 PM PDT.

What do I do if I do not have a "clean" system backup or image prior to installing External Test (ET)? First, I would encourage all of you as computer users to always have a current backup/image/ghost/etc. of your system. Of course, not all of us including myself, always follow this "best practice."  I try to make a ghost image (using the latest version of Norton Ghost) of my system’s HDD(s) before any major installations and pre-release softwares. Sometimes, I just don't do it and I have pay the price for it. 

Another idea is to get VMware Workstation (http://www.vmware.com), but it is not cheap and requires a higher-end computer system (e.g., lots of RAM and speed). You can try it for time limited (30 days) before you are required to purchase it. Symantec uses this useful product all the time for testing.
Are my tests still valid if I erase the Norton Internet Security (NIS)/Norton Personal Firewall (NPF) and/or its Norton AntiVirus (NAV) stuff?

No, there might be left overs from uninstallations. Uninstallations tend to be buggy in the early phase of testing. Some files might be overlooked or corruptions can occur. That is why you were chosen to test the product for these situations. It is best to start clean as possible. Again, back up is useful so you can revert the changes and mess. Symantec isn’t responsible for the damages. Or safer and to avoid doing back ups, use VMware.

What do I do now about following the ET Test instructions?

It’s easy. Well, mostly easy. But you need to keep a few things in mind. This really won't make a perfectly clean system and you might still have a bit of interaction when you finally install ET. This is a "next best thing" solution in order to test this phase.

1. Make a backup or use VMware (if you can use it, then you can undo the changes/mess easily)!

2. Don't play with the Registry if you plan on having good reproducible testing. If you just follow these steps it will make it easier for us to reproduce your bug "in-house." The bug may come down a single registry key value and if you haven't deleted items beyond the NIS/NPF and/or NAV uninstaller it will be easier to track.

3. If you have any other Symantec products installed like SystemsWorks, then don't follow these instructions. If you do, you will remove functionality of those programs. These instructions are for NIS/NPF and/or NAV installed only. Instead follow the alternate instructions (last page) provided.

4. If and when you find a bug and are going to report it, please be sure to include as detailed steps on how reproduce the crash/issue. Give every details as possible. Include screen shots (GIF or JPEG image file formats) if you must – pictures are worth thousand words,

Third, once again I would like to encourage you to revert your system using a backup, image, or VMware to a "clean" state or to a "pre ET" state. Please include with any detailed bug reports with steps you performed. For example (brief):

1. With Windows 98 Original (without patches and Service Packs; Internet Explorer v6.0) in VMware v3.1.1 and 64 MB of RAM, I installed NIS 2003 ET-1.

2. I installed into c:\test\nis\ with default settings and without LiveUpdates.

3. Skipped LiveReg.

4. After the required reboot, I got a Kernel32.dll in the memory address (eeff33aa) crash from introwiz. Attached with this bug report is a screen shot and the error log.

If you follow these steps, then please be warned that ETs behavior will closely mimic that of an install on a "clean" or "pre ET", but it will not be exactly the same. The testing is still valuable, but you have to keep in mind that your system isn't clean and might produce erroneous results and that your results aren't valuable to us if you don't tell us the state your computer is in.

The following are the procedures you should follow to bring your system to a "next best" testable state if you only have NIS/NPF 2003 with/without NAV 2003 installed. If you have other Symantec products installed, then these instructions will break them becaused of shared files.

Windows 9x/ME systems after the install of ET:

1. From “Add/Remove Programs”, click “Remove/Remove All” (remove all if NAV is installed from NIS6) of NIS/NPF 2003 ET. Also, don’t save your settings when asked. 

2. Reboot.

3. From “Add/Remove Programs”, remove LiveUpdate and LiveReg programs.

4. Reboot.

5. If you have problems uninstalling the NIS/NPF and/or NAV, then use rnis.exe and/or rnav.exe from ET’s support\nistools\ directory. This is not a replacement for uninstall. Copy them to your HDD, and run rnav.exe and rnis.exe in that order. Reboot when requested.

6. In Windows Explorer’s View Folder Options, check “Hidden files and folders”. If using Windows ME, also uncheck “Hide protected operating systems files” so you can see all folders and files.

7. Delete the following folders/directories (if they are defaults) if they are still there:

C:\Program Files\Common Files\Symantec Shared\

C:\Program Files\Norton Internet Security\ OR C:\Program Files\Norton Personal Firewall\

C:\Program Files\Norton AntiVirus\ (if you installed NAV 2003)

C:\Program Files\Symantec\

C:\Windows\All Users\Application Data\Symantec\

C:\Windows\Application Data\Symantec

8. Search all folders and files with sym* and cc*. Before deleting a file, do a file property (right click on file -> properties) to be sure it is Symantec’s file. If unknown, then leave it alone.

9. Run regedit to run Windows’ Registry Editor and clear out anything related to Symantec products. Careful with the registry. Delete these following registry keys if they are still there:

My Computer\HKEY_CURRENT_USER\Software\Symantec

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Symantec

10. Empty Recycle Bin.

11. Optional (be sure you know how to use it before doing any removals!): Run RegCleaner (http://www.vtoy.fi/jv16/shtml/regcleaner.shtml) to remove anything that looks like Symantec products-related.

12. Reboot.

13. Clear out c:\windows\temp\ (some files might not be deleted because they are in used).

14. Empty Recycle Bin again.

15. Test your computer to see if everything still work.

16. Make a backup.

Windows 2000/XP systems (requires administrator account or account with administrator access; using “administrator” for  instructions) after the install of ET:

1. After clicking on “Add/Remove Programs” via Windows’ Control Panel to remove Norton Internet Security or “Uninstall Norton Internet Security” shortcut via Start Menu, click “Remove/Remove All” (remove all if NAV is installed from NIS6) to remove NIS/NPF 2003 ET and its NAV (if installed). Also, don’t save your settings when asked. 

2. Reboot.

3. From “Add/Remove Programs” via Control Panel, remove both LiveUpdate and LiveReg programs.

4. Reboot.

5. If you have problems uninstalling the NIS/NPF and/or NAV, then use rnis.exe and/or rnav.exe from ET’s support\nistools\ directory. This is not a replacement for uninstall. Copy them to your HDD, and run rnav.exe and rnis.exe in that order. Reboot when requested.

6. In Windows Explorer’s View Folder Options, check “Hidden files and folders” and uncheck “Hide protected operating systems files” so you can see all folders and files.

7. Delete the following folders/directories (if they are defaults) and their files if they are still there:

C:\Documents and Settings\administrator\Application Data\Symantec\

C:\Documents and Settings\All Users\Application Data\Symantec\

C:\Documents and Settings\Default User\Application Data\Symantec\

* Note (above C:\Documents and Settings\ directories): Check any remaining accounts your

                                                                                          computer has.

C:\Program Files\Norton Internet Security\ OR C:\Program Files\Norton Personal Firewall\

C:\Program Files\Norton AntiVirus\ (if you installed NAV 2003)

C:\Program Files\Common Files\Symantec Shared\

C:\Program Files\Symantec\

8. Search all folders and files with sym* and cc*. Before deleting files, do a file property (right click on file -> properties) to be sure the file is Symantec’s. If unknown, then leave it alone.

9. Run regedit to run Windows’ Registry Editor and clear out anything related to Symantec products. Careful with the registry. Delete these following registry keys if they are still there:

My Computer\HKEY_CURRENT_USER\Software\Symantec

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Symantec

10. Empty recycle bin.

11. Optional (be sure you know how to use it before doing any removals!): Run RegCleaner (http://www.vtoy.fi/jv16/shtml/regcleaner.shtml) to remove anything that looks like Symantec products-related.

12. Reboot.

13. Clear out the files in c:\windows\temp\ or c:\winnt\temp\ (some files might not be deleted because they are in used).

14. Empty Recycle Bin again.

15. Test your computer to see everything still work. Make a backup when done.

The following is the procedure you should follow to bring your system to a "next best" testable state if you have other Symantec products installed and if you are not using VMware method.

Windows 9x/ME/2000/XP systems (requires administrator account/level) after the install of ET:

1. From “Add/Remove Programs”, run “Remove/Remove All” (remove all if NAV was installed from NIS 2003) of NIS/NPF 2003 ET. Don’t save your settings when asked.

2. Reboot.

3. Test your computer, especially your other Symantec products, to see if everything still work.

4. Make a backup.

See? That wasn't so bad. Did I mention now would be a good time to make a backup? Well if I didn't then, make a backup.
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