Norton Internet Security 2004/7.0/Lockbox Install/Upgrade/Reinstall/Uninstall Test Plan v1.3

Last Updated on 9/16/2003 11:40 AM PDT.

Notes: Need to test each NIS 2004 product on each Windows operating system (OS): 98 (original and SE), Me, 2000 Pro., XP (Home and Pro.). Other OS’ are not supported and should result an error if trying to install. NIS is Norton Internet Security (has NAV in this suite package), Norton Personal Firewall (NPF; doesn’t include its own NAV), and NAV is Norton AntiVirus. P at the end means Professional (e.g., NISP).
	QA Task Summary

	Task #
	Program
	Task Name / Description
	Functional Specs.
	Coverage
	Performance
	Interface
	Review
	Analysis
	Design
	Tools
	Plat-form
	Bound-ary

	1 
	Setup
	Interface...
	
	
	
	
	
	
	
	
	
	

	2 
	Setup
	Installation
	
	
	
	
	
	
	
	
	
	

	3 
	Setup
	Integration With NAV
	
	
	
	
	
	
	
	
	
	

	4 
	Setup
	No Integration With NSW
	
	
	
	
	
	
	
	
	
	

	5 
	Setup
	Integration With NSW
	
	
	
	
	
	
	
	
	
	

	6 
	Setup
	Post Reboot Processing
	
	
	
	
	
	
	
	
	
	

	7 
	Setup
	LiveUpdate & Registration
	
	
	
	
	
	
	
	
	
	

	8 
	Setup
	Upgrade (also setting migration)
	
	
	
	
	
	
	
	
	
	

	9 
	Setup
	Feature Check / Smoke Test
	
	
	
	
	
	
	
	
	
	

	10 
	Setup
	Uninstall
	
	
	
	
	
	
	
	
	
	

	11 
	Setup
	CD Boot
	
	
	
	
	
	
	
	
	
	

	12 
	Setup
	OEM Command Line Options
	
	
	
	
	
	
	
	
	
	

	We, Development and QA, by signing off on this test plan agree this test plan:

· Guarantees the above tasks will be tested to quality.

· Displays the most efficient way to test these tasks.

· Effectively covers all areas that the developer feels are high-risk or should be concentrated on.
	Dev and QA Signatures:                  Date Signed:


	Interface for Install, Upgrade, Reinstall, and Uninstall

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	Check for obvious spelling and grammar errors in all dialogs.
	There should be no spelling and grammar errors.
	
	
	
	
	

	2 
	Verify the individual dialogs are in the proper order on any platform (correct messages on screen) and only seen on their particular platform (e.g., OS).
	Be sure they look correct.
	
	
	
	
	

	3 
	Check for graphical errors and glitches in all dialogs.
	GUI should be clean and working.
	
	
	
	
	

	4 
	Randomly try a supported color depth mode and resolution (ranges from the lowest (800x600x16 bit/65k colors) to a high resolution with 32 bit/true colors).
	Each resolution and color depth should show the interface’s display bitmaps and texts are readable.
	
	
	
	
	

	5 
	Set the display in a high contrast mode (especially with laptops and LCD screens) -- Windows Display scheme.
	GUI should be usable and texts should be readable. No missing texts and GUI parts.
	
	
	
	
	

	6 
	Try setting the default font size (small) and GUI to large in Windows’ Display Advanced Properties.
	Be sure both GUI and texts are set up correctly, readable, and usable with  this Windows display setting.
	
	
	
	
	

	7 
	Use hot keys (e.g., alt-s), arrows, tab, and enter to navigate.

Tips: In Windows XP and 2K, use alt key to see the keys that aren’t shown.
	No mouse control during installation. Use keyboard only. Tab key should move selection from left to right and go down.
	
	
	
	
	

	8 
	Test with the minimum memory requirements (depending on product, but they should still work with low RAM as long as swap file is enough):

· 32 MB of RAM for Windows 98 OS’

· 48 MB of RAM for Me

· 64 MB of RAM for 2000

· 128 MB of RAM for Windows XP OS’
	See if it is usable. It will be slow, but should be manageable.

These numbers are mainly for NPF, but NIS and NISP should work due to swap file usage.
	
	
	
	
	


	Installation

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actualtime
	QA

	1 
	Test Auto Load/Autorun/CDstart feature to show NIS’s Welcome screen with the correct product name, version, and other information.
	CDstart should load automatically (assuming autorun is not disabled) with NIS’s GUI installer.
	
	
	
	
	

	2 
	Install without network access.
	Be sure you can install the product.
	
	
	
	
	

	3 
	Install without network access, but with a DUN client configured.
	Be sure you can install the product.
	
	
	
	
	

	4 
	Install on a Windows OS’ (98, 98 SE, Me, 2K Pro., XP Home, XP Pro, Tablet, and Media). Don’t forget to try with service packs, hot fixes, and other Internet Explorer versions.
	No errors and problems (don’t forget to check Internet Explorer version) if installed on supported OS. If not supported OS (e.g., 95 and 64-bit XP), then an “unsupported” error pops up and don’t install.
	 
	
	
	
	

	5 
	Before installing/upgrading, NIS(P)’s NAV(P) 2004 Pre-Installer Scanner appears.
	You should be able to scan and clean up any virus, worms, trojans, etc.
	
	
	
	
	

	6 
	As a regular user (limited access):

· Install NIS in Windows 2K Pro. 

· Install NIS in Windows XP Home and Pro (Pro -- run compmgmt.msc to make Power User access).
	As a regular user with limited access, NIS setup will ask you to install as an administrator (or have install access) and refuse to install.
	
	
	
	
	

	7 
	As an “administrator” or a custom user account with full administrator access/install access:

· Install NIS in Windows 2K Pro.

· Install NIS in Windows XP (Home and Professional)
	Accounts with full administrator (including the default administrator account) or limited accounts with write access should be allowed to install NIS and have no issues.
	
	
	
	
	

	8 
	NIS installer checks to see if the computer meet the minimum software requirements:

· Windows 98

· Internet Explorer v5.01 SP2 (5.00.3314.2101 or better)

· TCP/IP Network Protocol
	If the installers approves, then go to the next step. If it fails, then post a message on what is/are not met and have an exit installer button. Installer should also work with the upcoming Internet Explorer versions when they are released (versions and service packs).
	
	
	
	
	

	9 
	Ensure \\HKLM\SOFTWARE\Microsoft\

tcpip\currentversion exists in Windows Registry.
	Installation/upgrades should continue.
	
	
	
	
	

	10 
	Installing on Windows 98 operating systems...
	DCOM98 v1.3 should be installed during NIS installation. DCOM is required. To verify the installation, check for HKCR\CLSID\{bdc67890-4fc0-11d0-a805-00aa006d2ea4}\\InstalledVersion = 4.71.0.3328 in registry and compare DCOM files with Windows’ files (use WinZip to open DCOM98.exe file; newer files are fine when comparing). DCOM can’t be uninstalled.
	
	
	
	
	

	11 
	When installing in Windows 2000 and XP (.NET) Servers OS’...
	There is a special warning screen (not supported) and other changed behavior for this installation, but should still work.
	
	
	
	
	


	12 
	Install NIS without existing/with outdated Microsoft Installer (MSI) installer files. Msiexec.exe is the file to look at.
	NIS installer should tell you it needs to install/upgrade MSI and lets you install/upgrade MSI and maybe reboot before installing/upgrading NIS. 2.0.2600.2 is the minimum version.
	
	
	
	
	

	13 
	Install when one of our competitors’ products is already installed:

· ZoneAlarm
· McAfee’s Firewall products

· BlackICE PC Protection
	Can’t have both products installed or else they will conflict with each other.
	
	
	
	
	

	14 
	Install on the system with an installed old and supported NIS 2002/2003 product for upgrade.
	Show a message to import settings or not for the upgrade. NIS 2004 will uninstall the old product before installing/upgrading. Look at upgrade section in this test plan for details.
	
	
	
	
	

	15 
	Install a retail NIS 2004 product version on a system with its NIS 2004 OEM/SCSS/Trialware product.
	It should overinstall and retains the settings version without problems to make the retail version.
	
	
	
	
	

	16 
	Install a trialware of NIS 2004 product on a system with its installed NIS 2004 product.
	This should not work.
	
	
	
	
	

	17 
	Install NIS 2004 OEM product over NIS 2004 retail product
	This should not work.
	
	
	
	
	

	18 
	With custom installation NIS folder, install NIS into a non-default drive and folder/directory with a very long name and very short name:

g:\This Is A-Long\Folder\test 1 2 3\ Add spaces too and legit symbols (e.g., hyphens) and c:\nis\
	NIS and/or its NAV should end up in the proper drive and folder/directory when done.
	
	
	
	
	

	19 
	Type in a foldername to install for custom install.
	Be sure NIS is installed into whatever folder is entered.
	
	
	
	
	

	20 
	Install NIS to an encrypted folder/directory (Windows XP has this support if using NTFS).
	Installer should tell the user that this is invalid (telling it is an encrypted directory), refuse to install, and reasks the user where to install NIS.
	
	
	
	
	

	21 
	Install NIS to a core Windows folder/directory.
	Bad locations: c:\System Volume Information\, c:\recycler\, c:\Config.Msi\, C:\Documents and Settings\, and C:\WUTemp\. C:\Documents and Settings\All Users\Desktop (desktop) is OK (should still work).
	
	
	
	
	

	22 
	Install NIS to other Symantec folder/directory like NAV and NIS share the same folder/directory.
	This should not be allowed, be prompted by a message, and ask you to re-enter a valid directory.
	
	
	
	
	

	23 
	Install to a compressed folder or drive.
	NIS should install and work fine.
	
	
	
	
	

	24 
	Install to root directory (e.g., c:\ and d:\)
	Installer should tell the user that this is invalid (telling it is a root directory), refuse to install, and reasks the user where to install NIS.
	
	
	
	
	

	25 
	Install NIS to a network drive (even if it is mapped).
	NIS should tell the user that this is invalid, refuse to install, and reasks the user where to install NIS.
	
	
	
	
	

	26 
	Install to a removable drive like a:

· Zip/Jazz

· CD-RW (e.g., DirectCD)/DVD-RW
· USB HD
· Memory Card
	NIS should tell the user that this is invalid, refuse to install, and reasks the user where to install NIS.
	
	
	
	
	

	27 
	Install to a RAM drive.
	NIS should tell the user that this is invalid, refuse to install, and reasks the user where to install NIS.
	
	
	
	
	

	28 
	Install to a drive with less than the required amount of disk space (depends on what program and features selected; also include Symantec Shared files on system drive).
	Tells user “Error: Insufficient disk space.” and wait for user’s interaction (didn’t go to next screen).

When installing, watch how much disk space is free in Windows Explorer (use F5 key a lot). Don’t forget swap file, temporary files, etc. take up space during installation. Be sure to turn off System Restore if Windows supports it for accurate numbers.
	
	
	
	
	

	29 
	Install onto a write protected media.
	Installer should give you a message that the drive is write protected, refuse to install, and reasks user where to install NIS.
	
	
	
	
	

	30 
	Install into a read only protected directory/folder.
	Installer should give you a message that the directory/folder is write protected, refuse to install, and reasks user where to install NIS.
	
	
	
	
	

	31 
	Install in Windows’ safe mode.
	NIS setup stop user with a message. It will not work.
	
	
	
	
	

	32 
	Cancel an installation (before the actual copying files and installing) and attempt to reinstall.
	Install should let you do installation again without any issues.
	
	
	
	
	

	33 
	Verify the install shows the license agreement.
	Be sure it looks correct (note the title and date!) and requires user to agree to continue. If not agreed, then cancel the installation.
	
	
	
	
	

	34 
	Checkbox for “Install Norton AntiVirus” should be checked by default.
	NAV is installed by default unless changed by user. It goes under NIS folder/directory (can’t go anywhere else).
	
	
	
	
	

	35 
	Select “Install Norton AntiVirus” to install/upgrade NIS’ Norton AntiVirus.

*Also, see “Integration With NAV”

  test cases for any NAV tests.
	If this box is checked, then you can click the Next button (was greyed out) to install NAV. If there is an existing NAV, then a dialog should appear stating that NAV already installed. If it is an older version, then NAV should be upgraded without issues. Read “Integration With NAV test cases” for details.
	
	
	
	
	

	36 
	Select “Install NIS” with NAV already installed, but don’t install NAV from NIS.
	NIS installer should check NAV version and build first. If installed NAV is newer than NIS’, then NAV installation is skipped and show a message. After clicking no to install/upgrade NAV, installed NAV should be separated from NIS.
	
	
	
	
	

	37 
	Select “Install NIS” without installing its NAV when there is no NAV anywhere on computer.
	NIS’ NAV should not be installed when NIS is installing. No signs of NAV in NIS when using NIS.
	
	
	
	
	

	38 
	Install NIS without NAV, reboot, and then install NAV via NIS’ uninstall menu or run the installer from CD (if user decides he/she wants it).
	There should be no problems. If user wants integration, then look at “Integration With NAV” test cases. Be sure its CD label is correct.
	
	
	
	
	

	39 
	Install NIS and NAV when there is an older/current version of NAV (e.g., 2003) installed.
	Display a warning about detection and uncheck “Install NAV” at the installation screen.
	
	
	
	
	

	40 
	Install NIS and its NAV over an installed old version of NISP with its NAVP installed.
	Should work without any problems.
	
	
	
	
	

	41 
	Install NIS with its NAV when NAVCE (Corporation Edition; aka Symantec AntiVirus/SAV) is already installed.
	Should not let you replace NAVCE with NIS’ NAV with a message (option greyed out). Installing over NAVCE should not happen.
	
	
	
	
	

	42 
	If installing with Parental/Productivity Controls and Accounts feature...
	You should see it in NIS after installation.
	
	
	
	
	

	43 
	If not installing without Parental/Productivity Controls and Accounts feature...
	You should not see it in NIS after installation.
	
	
	
	
	

	44 
	Install NIS over an existing NSW.
	The NIS dialog should say NIS installer detected NSW and asks user to integrate with NSW or not.
	
	
	
	
	

	45 
	Choose to integrate NSW with NIS.

*See “Integration With NSW” test

  cases for any NSW testing.
	Verify that NIS is being integrated with NSW. Two products will combine as one.
	
	
	
	
	

	46 
	Integrate NIS with existing NSW, then uninstall NIS.
	Verify that NSW still functions properly and there should be no signs of NIS anywhere.
	
	
	
	
	

	47 
	Integrate NIS with existing NSW, then uninstall NSW.
	Verify that NIS still functions properly and there should be no signs of NSW anywhere.
	
	
	
	
	

	48 
	Install NIS with a system with existing NSW and choose not to integrate NSW.
	Verify that NIS is not being integrated with NSW. They will be separate products.
	
	
	
	
	

	49 
	Install and uninstall existing NSW, then install NIS.
	NIS should not mention anything about NSW. No traces of NSW either.
	
	
	
	
	

	50 
	Show Readme information panel with a Next button
	Confirm that this is the correct version of the Readme, check the date. Make sure the information refers to the correct version of NIS being installed. Clicking Next button continues the installation.
	
	
	
	
	

	51 
	During installation while copying files to HDD, reset the PC and rerun NIS installer to install again.
	NIS installer should recover gracefully when rerunning setup and should work after installation.
	
	
	
	
	

	52 
	During installation while copying files to HDD, end task the installation program and rerun NIS installer to install again.
	NIS installer should recover gracefully when rerunning setup.
	
	
	
	
	

	53 
	Uninstall NIS 2004 fully and reinstall an older NIS product with all LiveUpdates.
	Be sure no errors or other problems come up in case the user needs to downgrade back to old version
	
	
	
	
	

	54 
	In Windows Me/XP OS, make a system restore point, install NIS, restore the point before NIS installation, and reinstall.
	NIS should be working again as a reinstall. Note that there will be renamed files in NIS and/or NAV directories.
	
	
	
	
	

	55 
	In Windows Me/XP OS, install NIS, make a system restore point, play with NIS, change computer’s date ahead by a few days, reboot, play more, change date ahead again, reboot, restore the point the day you first used the installed NIS (not before installation), test NIS, and uninstall.
	NIS should still be working after restoring to an old point with installed NIS. Uninstall should still work.
	
	
	
	
	

	56 
	Install a NIS 2004 product over a Windows OS infected with a virus, worm, or/and spy-ware.
	A pre-install scanner, part of installer and from NAV, will launch to give an option to scan and fix problems.
	
	
	
	
	

	57 
	Use InstallCheck and InstallWatch Pro to compare installations and uninstallations for files and registry.
	These programs will find any missing and left overs. URL: \\[deleted]\incoming\ppi\tools\
	
	
	
	
	


	Integration With NAV

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	After installing NIS and NAV (either before NIS installation or after NIS installation)…
	NIS integrator should have:

· A button for NAV

· An additional tab and page in About Box

· Additional buttons on toolbar for NAV components like Rescue (Rescue is only in 9x and Me).
	
	
	
	
	

	2 
	Verify that NAV integrator functions normally
	Should have no issues.
	
	
	
	
	

	3 
	On NIS integrator, verify that all menu items under help button work.
	Should have no issues and point to the correct places.
	
	
	
	
	

	4 
	When NAV Pro is installed, Norton Protected Recycle Bin (Norton Unerase) should be there.
	Check to see if it is integrated to Windows’ recycle bin.
	
	
	
	
	

	5 
	On NIS integrator, verify that Options button includes both products.
	Should show NAV and NIS.
	
	
	
	
	

	6 
	Run LiveUpdate
	Should check and update both products and any other Symantec products including NAV.
	
	
	
	
	

	7 
	LiveReg
	Separate registrations are created and used for NAV and NIS.
	
	
	
	
	

	8 
	If NAV is not installed...
	Then no all these NAV test cases are opposite.
	
	
	
	
	


	No Integration With NSW

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	Open NIS Integrator from Windows’ Start Menu
	Only has NIS and no signs of NSW.
	
	
	
	
	

	2 
	Open NSW Integrator
	Check that NSW integrator does not have button for NIS.
	
	
	
	
	

	3 
	Double click NIS Tray Icon in Windows taskbar.
	Brings up NIS integrator without NSW references.
	
	
	
	
	


	Integration With NSW

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	Open NIS Integrator from Start Menu.
	Has NSW, NIS, and/or NAV buttons depending what is installed.
	
	
	
	
	

	2 
	Open NSW Integrator.
	Check that NSW integrator has a button for NIS.
	
	
	
	
	

	3 
	Double click NIS Tray Icon.
	Brings up NIS integrator with NSW, NIS, and/or NAV buttons depending what is installed.
	
	
	
	
	


	Post Reboot Processing

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”,  then list Incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	Restart Windows when prompted.
	Check for hangs, crashes, error messages, and any other oddities.
	
	
	
	
	

	2 
	After the installation and reboot.
	Installer should register some COM Objects and registry entries.
	
	
	
	
	

	3 
	LiveReg (if not skipped)
	Complete the registration. After registration has completed, UI will present the NIS Update services panel displaying the start and end dates of the NIS subscription.
	
	
	
	
	

	4 
	LiveUpdate (if not skipped)
	LiveUpdate (LU) will launch after installation, reboot, and Security Assistant. Select updates, download, install, and be done.
	
	
	
	
	

	5 
	Import old rules and settings from an old supported Symantec product if upgrading and is granted by user.
	Convert/import the old settings for NIS.
	
	
	
	
	

	6 
	NIS has been successfully installed.
	NIS should be ready to go.
	
	
	
	
	

	7 
	Check App Paths section of registry for NIS entries.
	Should match what you entered during installation.
	
	
	
	
	

	8 
	Check that Integrator runs once on first restart after install.
	NIS should work without issues.
	
	
	
	
	

	9 
	In Windows XP/2000, check Event Viewer logs after installing for any errors related to installing NIS.
	With administrator access, look for any warnings or errors. There should be none.
	
	
	
	
	

	10 
	In Windows XP/2000, verify that ALE files are installed to area which is accessable to all users
	Should not be installing files to the profile area of the user who installed the program.
	
	
	
	
	

	11 
	Be sure NISP’s Web Tools feature is integrated and working.
	This was from Norton SystemWorks 2003 and 2004.
	
	
	
	
	

	12 
	Internet Explorer shows NIS’ Browser Buddy icon.
	Ensure that feature is working -- use Browser Buddy test plan.
	
	
	
	
	

	13 
	Insert a CD-ROM with autorun feature.
	To see if Windows’ autorun still works after installation.
	
	
	
	
	

	14 
	If NSW is installed, run its WinDoctor.
	Be sure it doesn’t find anything related to NIS.
	
	
	
	
	


	LiveUpdate and Registration

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level

(high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	After the installation/upgrade, required reboot and Configuration Wizard, LU runs.
	It connects to LU server to download Symantec updates. LU should be downloading updates and fixes for all Symantec products including NIS.
	
	
	
	
	

	2 
	At the beginning of Configuration Wizard, click to register and/or activate NIS.
	LiveReg should launch and/or let you activate the product. Skipping or completing it will go to next step in Configuration Wizard.
	
	
	
	
	


	Upgrade (Some test cases include setting migrations)

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, list incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	Repeat most of the steps for installing NIS. Some steps can be skipped if they are irrevelant.
	Should have no issues. Note any that have issues.
	
	
	
	
	

	2 
	NIS installer detects an installed/existing supported Symantec product (e.g., NIS 2002-2003/v4.x-v6.x) during the installation.
	Tells user that the NIS installer found a previous Symantec product (related to NIS–not NAV) and asks user to migrate settings or not.
	
	
	
	
	

	3 
	If the detected supported product (2001/v3.x and lower) is too old, then it tells user that it is unsupported, uninstall (Add/Remove programs),  and install 2004 from scratch with defaults.
	Posts a message with Add/Remove link to manually remove old NIS and reboot. Then, do a clean install.
	
	
	
	
	

	4 
	If user tries to upgrade NIS and an old NIS is running with limited NIS account logged in...
	It will tell the user to have supervisor or with supervisor access logged in to continue. No upgrade happens.
	
	
	
	
	

	5 
	Prompt the user to migrate old NIS settings to newer version of NIS or not (use default settings).
	If agreed to migrate, then continue with setting migration and prompt about locations [Application rules goes to user specified locations, system/general and trojan rules go to all locations]. If not, then skip the migration and use default settings (start clean).
	
	
	
	
	

	6 
	If user has NAV installed on the same machine with old NIS (NAV was installed separately--not as part of NIS) and user chose not to install NAV during NIS upgrade...
	Do not uninstall old NAV.
	
	
	
	
	

	7 
	During the upgrade, NIS setup will ask user to enter a directory for NIS and/or NAV.
	Be sure each product ends up in the right location.
	
	
	
	
	

	8 
	NIS installer disables NIS and/or NAV and uninstall the previous supported Symantec product(s) during the upgrade. It will either keep the previous Symantec product settings intact if migrating or use default settings if not migrating settings.
	Before NIS and/or NAV can be installed, old supported Symantec product(s) must be disabled and removed. It/They must install to directory/ies that user specified (defaults or not).
	
	
	
	
	

	9 
	During setting migration, NIS will read existing settings from previous supported Symantec products (not all feature settings will be there and/or migrated):

See setting migration template (an Excel worksheet) for a sample to use for setting migration recording.
	NIS will figure out what settings (from Registry) to convert. It doesn’t matter if the settings are encrypted or not. The converted data will be encrypted in NIS. This stage has a dialog box about setting migration and might take a few minutes.

Notes:

1. NIS LiveUpdate, logs, and statistics are not migrated.

2. Application rules goes to user specified locations (or default location if “Install Now”, system/general and trojan rules go to all locations
	
	
	
	
	

	10 
	After the setting migration, NIS must use the converted settings to automatically configure itself.
	NIS should have everything configured like the old version. Any settings missing for the new NIS will use default settings. Ensure every single detail of rules are there like in old product.
	
	
	
	
	

	11 
	Watch for any security settings being tampered errors during installation and setting migration.
	A message about security settings being tampered during installation and setting migration should not appear. Try to force this to come up.
	
	
	
	
	

	12 
	After the successful upgrade, the completed installation, and rebooted the computer)...
	Compare each setting value with the previous Symantec product and NIS’s settings. Be sure they match.
	
	
	
	
	

	13 
	After an upgrade with setting migration and closing/skipping ConfigWiz.
	Setting migration should occur.
	
	
	
	
	

	14 
	After an upgrade with setting migration and going through the ConfigWiz to configure settings...
	All new settings created via CfgWiz should be overwritten because setting migration occurs after CfgWiz. Readme mentions this.
	
	
	
	
	


	Feature Check/Smoke Test (After Installing and Rebooting)

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level

(high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	After the reboot in OEM NIS, NISFirst should come up before   Security Assistant (IntroWizard; aka S.A.). Then, LiveUpdate (if selected earlier) will be launched.
	It will provide the user to configure NIS settings. After S.A., LiveUpdate will run for the first time if the user agreed before the installation started.
	
	
	
	
	

	2 
	During NISFirst for in OEM version, NIS shows information on product, subscription, and registration.
	Provide information to user.
	
	
	
	
	

	3 
	After rebooting with a non-OEM NIS, Security Assistant) and then LiveUpdate (if selected earlier) will be launched.
	It will provide the user to configure NIS settings. After ConfigWiz., LiveUpdate will run for the first time if the user agreed before the installation started.
	
	
	
	
	

	4 
	Start Menu icons and shortcuts work. In Windows XP, check both the new and old classic Start Menu.
	Validate shortcuts and icons for all items added to Start Menu (check both Start Menus in Windows XP).
	
	
	
	
	

	5 
	NIS Tray Icon
	Be sure the status and icons are showing correctly (should be ready to go after reboot and able to respond to mouse clicks (right and left)–no red X’s and oddities).
	
	
	
	
	

	6 
	NIS Integrator Settings
	Verify that settings in Integrator are functioning.
	
	
	
	
	

	7 
	NIS Enable/Disable
	Make sure that enable/disable feature works.
	
	
	
	
	

	8 
	Network Connectivity via NIS Firewall
	Enable firewall and launch Browser and verify that NIS is allowing internet access through its firewall and some things are blocked in a quick test.
	
	
	
	
	

	9 
	Be sure NAV and Parental/Productivity Controls (Accounts) work if they were installed.
	Be sure they work if they were installed. If they were not installed, then they should not be on the menus or anywhere in NIS.
	
	
	
	
	

	10 
	Make sure that all .EXE, .DLL, .SYS and .386 files, from NIS  have version #s in each OS.
	Each file should have a version number.
	
	
	
	
	

	11 
	After installing NIS, run Windows Updates and grab service packs and hotfixes. Then, uninstall NIS and rerun Windows Updates.
	Be sure Windows Updates and NIS uninstallation didn’t break the anything.
	
	
	
	
	


	Uninstall

	Test  #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level (high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	As a regular user (limited like Power Users access):

· Uninstall NIS in Windows 2K Pro.

· Uninstall NIS in Windows XP Home and Pro. (Pro -- run compmgmt.msc to make Power Users access)
	As a regular user with limited access, NIS will ask you to uninstall as an administrator (or have install access) and refuse to uninstall.
	
	
	
	
	

	2 
	In Windows XP with its fast user switching, try uninstalling when both a non-administrator and administrator accounts are logged in.
	You should not be able to uninstall and get a message.
	
	
	
	
	

	3 
	Click Change/Remove button from “Add/Remove Programs” applet (Control Panel)

OR

Click Uninstall shortcut from NIS folder in Start Menu or from MSI files context menu

OR

Run NIS installer from its CD-ROM.
	Should bring up a Modify Installation menu with one (NPF only)/three (NIS & NISP only) choice(s): Reset Password and  Uninstall/Install NAV and uninstall/install Accounts & Parental/Productivity Controls (both features are not available in NPF). “Remove All” button is in all products.
	
	
	
	
	

	4 
	At NIS Modify Installation menu, click on “Reset Password” button.
	Should let user reset NIS password...
	
	
	
	
	

	5 
	At NIS Modify Installation menu, click on Uninstall/Install NAV (depending on NIS’ NAV status after NIS installation) and/or Accounts & PC.
	It should install/uninstall/reinstall NIS’  components (if already installed) and require a reboot.
	
	
	
	
	

	6 
	At NIS Modify Installation  menu, click “Remove All” button
	All NIS and/or its NAV properties should be removed after a reboot. Check Start Menu, desktop, taskbar, HDD, registry, etc.
	
	
	
	
	

	7 
	When uninstalling Accounts & P. Control from NIS and NIS’ startup account is not Supervisor...
	Be sure NIS reverts back to Supervisor account after the removal of Accounts & P. Control.
	
	
	
	
	

	8 
	Uninstall after installing over a failed install.
	Uninstall should still perform normally without issues.
	
	
	
	
	

	9 
	During uninstallation while removing files from HDD, reboot the computer, and uninstall again.
	Rerunning to uninstall should still resume where it left off.
	
	
	
	
	

	10 
	Reboot the computer for Windows 2000 and XP during uninstall and while deleting services.
	Uninstall should recover gracefully when rerunning uninstall.
	
	
	
	
	

	11 
	Uninstall only NIS while there are other Symantec products installed (e.g., NAV and NSW).
	Only NIS should be removed and other Symantec products still work. No references to NIS should be left.
	
	
	
	
	

	12 
	Uninstall NIS while not logged in NIS as Supervisor or with an account without Supervisor access.
	Uninstaller should refuse and tell you that Supervisor can only do this.
	
	
	
	
	

	13 
	Uninstall NIS while not logged in NIS as a regular Windows user (limited access in Windows or without install access) in:

· Windows 2000

· Windows XP
	Should not allow this and tell you that you need to have full administrator access or have uninstall access/right to uninstall NIS.
	
	
	
	
	

	14 
	Uninstall while NIS is disabled or program has been exited/end tasked.
	Should have no problems. Look above test cases for details for uninstall.
	
	
	
	
	

	15 
	Uninstall while NIS is active and running as icon in system tray.
	Should have no problems. Look above test cases for details for uninstall.
	
	
	
	
	

	16 
	Uninstall while NIS Integrator and its:

· event Log Viewer are open.

· statistics window are open.

· a feature configuration window are open.

· any other windows opened.
	Should have no problems. Uninstaller should close all of these items. Look above test cases for details for uninstall.
	
	
	
	
	

	17 
	When uninstalling NIS (even Remove All) and you get a question about saving current settings (checked by default to save), you check marked the box to save settings.
	You should get “The uninstaller will save your settings file in the TEMP folder on your hard disk. If you plan to reinstall NIS, do not delete this file.” Verify that saved encrypted settings are in this file  after an uninstall. When reinstalling, repeat the installation test cases above and be sure all settings are still intact if agreed to import settings.
	
	
	
	
	

	18 
	When uninstalling NIS (even Remove All) and you get a question about saving current settings (checked by default to save), you unchecked to not save the settings.
	Verify that save encrypted settings are removed from Registry after an uninstall. When reinstalling, be sure NIS doesn’t detect old settings to import and repeat the installation test cases above to be sure all settings are at defaults.
	
	
	
	
	

	19 
	Search Windows’ registry for missed entries (it would be a good idea to uninstall all the other Symantec programs like NSW, LiveReg, LiveUpdate, etc. to make this easier). Skip this step if settings were saved during uninstall.
	My Computer\HKEY_CURRENT_USER\Software\Symantec and My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Symantec should not be there. Run registry cleaners* to find any left overs related to NIS.

Note: Web Tools settings are being deliberately left behind to guard against the case where NSW 2003/2004 is also on the system. –Javed Khan
	
	
	
	
	

	20 
	During the uninstall, try to have NIS update the registry.
	Be sure you don’t get settings tampered error. For example, I should not get an error when I permit or deny always for an alert during uninstall.
	
	
	
	
	

	21 
	After uninstalling NIS and rebooting, check stray directories and files (it would be a good idea to uninstall all the other Symantec programs like NSW, LiveReg, LiveUpdate, etc. to make this easier).
	These default folders/directories should not exist after an uninstallation:

XP & 2K OS’ Only:

· C:\Documents and Settings\administrator\Application Data\Symantec\

· C:\Documents and Settings\All Users\Application Data\Symantec\

· C:\Documents and Settings\Default User\Application Data\Symantec\

· Note (above C:\Documents and Settings\ directories): Check any remaining accounts your Windows has.

9x & Me OS’ Only:

· C:\WINDOWS\All Users\Application Data\Symantec

· C:\WINDOWS\Application Data\Symantec

All Windows OS’:

· C:\Program Files\Norton Internet Security\

· C:\Program Files\Norton AntiVirus\ (if you installed NIS’ NAV)

· C:\Program Files\Common Files\Symantec Shared\

· C:\Program Files\Symantec\

Notes: Your NIS and/or NAV location(s) will be different if you don’t use default names.
	
	
	
	
	

	22 
	Check for stray files and directories left behind:

· In Windows’s temp directories/folders

· Search for cc* and sym* files (be sure they are from Symantec and no other installed Symantec products need them)
	Verify that no left overs exist.
	
	
	
	
	

	23 
	After uninstalling only installed NAV component from NIS...
	Check above test case and be sure none of NAV files are left.
	
	
	
	
	

	24 
	Search Windows’ registry for missed entries (it would be a good idea to uninstall all the other Symantec programs like NSW, LiveReg, LiveUpdate, etc. to make this easier). Skip this step if settings were saved during uninstall.
	My Computer\HKEY_CURRENT_USER\Software\Symantec and My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Symantec should not be there. Run registry cleaners* to find any left overs related to NIS.
	
	
	
	
	

	25 
	Uninstall NIS in safe mode in Windows.
	NIS setup won’t let you and will abort with a message.
	
	
	
	
	

	26 
	Check for missed services (XP and 2000) after uninstalling NIS and rebooting the computer.
	Look for any left overs from NIS. They should be gone after the uninstallation and reboot.
	
	
	
	
	

	27 
	Run NSW WinDoctor (any version) for NIS left overs.
	See anything related to NIS components.
	
	
	
	
	

	28 
	If NSW 2003/2004 was installed and NISP was removed...
	Check to see if WebTools still work in NSW 2003. NISP has its own set and uninstalling should not affect NSW.
	
	
	
	
	

	29 
	If NSW 2003/2004 was installed and it was removed from NISP...
	Check to see if WebTools still work in NISP. NISP has its own set and should not be affected.
	
	
	
	
	

	30 
	Use 2004’s RNIS and RNAV programs (when available) in case the regular uninstaller fails.
	Look for RNISandRNAV-InstructionsAndMatrixResults.doc file for details.
	
	
	
	
	


*jv16 PowerTools has a good registry cleaner for all Windows OS’. URL: http://www.macecraft.com
	CD Boot

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level

(high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	NPF CD
	It is not bootable since it doesn’t include NAV.
	
	
	
	
	

	2 
	Verify that the CD Media is bootable, when CMOS is set to boot off CD before the HDD, when booting the computer.
	It should take you to Symantec Startup Menu with black background and yellow and white font colors. There are two options: Boot from Hard Drive and Boot from CD-ROM. There is a 9 seconds timer for the first option to load if keyboard is untouched.
	
	
	
	
	

	3 
	Pick “1. Boot from Hard Drive”
	You should be taken to Windows from HDD as if you were booting without the bootable CD-ROM.
	
	
	
	
	

	4 
	Pick “2. Boot from CD-ROM”
	Loads Windows 98’s DOS and “Norton AntiVirus: Emergency Virus Repair” to scan HDD (FAT16 and 32 only). You can press control-c to exit (terminate batch job) to DOS prompt.
	
	
	
	
	

	5 
	Pressing Ctrl+Alt+Del keys reboots computer.
	It should work at any time during the CD boot session.
	
	
	
	
	


	OEM Command Line Options (bottom chart shows the paraemeters and information)

	Test #
	Test Cases
	Expected Result
	Pass/Fail

If “Fail”, then list incident #
	Risk Level

(high, medium, or low)
	Estimated time
	Actual time
	QA

	1 
	Try one legal parameter at a time.
	Should work as it should.
	
	
	
	
	

	2 
	Try one more different legal combinations (random order too) with parameters.
	Should work with all the options requested.
	
	
	
	
	

	3 
	Try typos in the parameter.
	Parameter should fail with an error and asks user to try again.
	
	
	
	
	

	4 
	All parameters are case sensitive and must be lower case.
	If not, then the program will fail with an error and asks user to try again.
	
	
	
	
	

	5 
	Try a filename that doesn’t exist.
	The program should say it can’t find the file and lets user to try again.
	
	
	
	
	

	6 
	Add a space after a colon (e.g., /count: 2).
	Parameter should fail with an error and asks user to try again.
	
	
	
	
	

	7 
	Try without quotation marks or too many quotation marks.
	Program should fail with an error and lets user to try again.
	
	
	
	
	

	Option
	Switch
	Functionality

	COUNT
	/count:X
	Specifies the number of boots (X) before Security Assistant is launched

	FILE
	/fileexist:”filename”
	Do not decrement the count until this file exists

	
	/filenoexist:“filename”
	Do not decrement the count until this file is removed

	REGKEY
	/keyexist:”regkey”
	Do not decrement the count until this reg key exists

	
	/keynoexist:”regkey”
	Do not decrement the count until this reg key is removed

	SILENT
	/q
	See MSI documentation (URL listed below)

	FIREWALL
	/fw:X
	Change initial firewall level.  0 – High, 1 – Medium, 2 – Low

	DESKTOP
	/icon:X
	Do not add any desktop icons (X=0, no icon; X=1, icon (default))

	NOREBOOT
	/noreboot
	Do not force a reboot at the end of the install

	RESEAL
	/reseal
	Wait to launch until a reseal has occured

	
	/nodrivers
	OEM install switch for no drivers

	
	/cto
	Runs in CTO mode (makes retail behave like OEM)

	
	/O <PropertyName>=<PropertyValue> (sets properties on the commandline)
	NISSTARTMENUSHORTCUT is a property for use with /O to change the startmenu path


Notes and tips from Brian Powell (install developer):

Most command lines are the command lines from MSI...

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/command_line_options.asp
additional command lines are specified in the OEM func spec, in perforce at: 

//[deleted]/Norton_Internet_Security/trunk/src/documentation/Spartacus/Functional Specs/Spartacus OEM Functional Spec.doc [Should be similiar]
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